TexHonorun obecnevyeHus
6e30nacHOCTN NepcoHasIbHOW

NHQOOPMaLUnn
FOpun KOanH, Business Development Manager

Ultrabook™ is a trademark of Intel® Corporation in the U.S. and/or other countries.
Intel Confidential - NDA Roadmap, all dates and plans are subject to change without notice.

INTEL CONFIDENTIAL intel'
Product positioning only. Not end user messaging. Other names and brands may be claimed as the property of others



A Bbl 3HaeTe?

[Monb3oBaTtenu
COXpaHsT Bce bornblLue U
bonbLle NnepcoHanbHbIX
AaHHbIX Ha CBOUX
nanrtonax
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Bonbwe 12,000
HOYTBYKOB NnoxuLlaeTcs

TONbKO B a3ponopTax
CLWA

200,000 HoyTOykoB &
NOXVLLIAETCA B
asponoprax ...

EBponbI*

(intel) ANTITHEFT

TECHMNOLOGY

*Source: The Cost of a Lost Laptop, Ponemon Institute, 2009.



[
OXULLLEHWNE aKKAYHTOB — O/1HA U3 CaMbIX Ba*KHbIX
npobnem B COBpEMEHHOM MUPE

“600,000 aKkkayHmoe Facebook

noxuwaemcs KaKObll OeHb.”
_The Guardian, Okms6pb 2011

“OduH u3 167 email coobweHul
nocbuiaembix 6 UK codepXxum

¢puwuH208YyH0 amaky. o
-Symantec-Fhreat Report, Okmsibpb 2011

duwuHe: 31,000+ Ho8bIX
catimoe/mMecsy,
Momepsi OaHHbIx: $1 mpUJISIUoOH +

rnomepsi UC & 200”
-McAfee

«New Sony Hack Claims Over

a Million User Passwords”
- The Guardian, /toHb 2011

«B 2012 roay aTaku Ha
oHnanHoBble 6AHKOBCKUE
cucTeMbl CTaHyT Hanbonee
pacnpocTpaHHeHbIMN MmeToAamMmn

Kpaxw aeHery nonb3oBartenen.”
-Kaspersky Security Bulletin

“Poccus Bbiluna Ha NnepBoe
MecTO Mo PUCKY
nHdnunposaHns BO Bpems

Be6 cepBUHra.”
—Kaspersky report, des. 2012
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Zeus: nopagka 20 mmnnnoHos
MHPULMPOBAHHbBIX KOMNbIOTEPOB

Kpa»a akKkayHTOB NPOUCXOAUT aBTOMATUYECKM NPU MOMOLLM:

«  B«onake» (MITM) OTK MeToabl OANHAKOBO OMacHbI Npu
- BG6paysepe (MITB) NpoBeaeHNN KOHUAEHLUMaNbHbIX TPaH3aKLMIA
« Ha MK (Malware) (KpeauTHbIE KapTbl, MEOULIMHCKNE 3anucu, 1 1.4.)

4 I

* TposiH BOpYOLWNI BAHKOBCKYO MHGOPMAaLLMIO 3annCbiBan
HaYXaTnA KHOMOK Ha K/iaBMaType, U coaepxmmoro sebpopm.

* 90 apecToB 3a noxuiieHne S70M

* AHTMBMPYCHbIE PeLIeHNs He CMOI/IN NONHOLLEHHO BbISIBUTb
3TOT TPOSAH.

* lMopsaaka 20 mMMAnnoHOB 3apaxKeHHbIX MK B mupe
Zeus: ®aKrTbl
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TexHonormu 3awwmTbl UHGOPMALUK
Ve B Bawem YNnbTpabykKe!

@gNWHEF; |dentity Protection Technology (IPT)



Intel® Identity
Protection Technology

Intel Identity Protection Technology
v 3aWnTHTE BaLLM aKKayHTbl OT KPaXK1 U NogmeHbi!

* CpenainTe Baww online e-commerce n e-banking TpaH3akumm
H6e3onacHee Yem € NCNOIb30BAHUEM NAPONA

* He3ameTHO gnAa Nnonb3oBaTens onpeaensieT 4OBEPEHHYHO
nnatpopmy

* 3anpoc-oTseT 414 obecneyeHma 6esonacHOCTH

Verify transaction

Transfer: $50
| From: Me (AC 10051)

To: Ned S. (AC 34287)

be3onacHocTb 1 gosepue
(o0 [ A )
(03] v a3 o8]

BCTpOeHHaH TeXHonorMH O OTP . E Please enter your PIN I****I
\ ——— “[ Cancel [ clr ][ ok ] /

BcTtpoeHHan-B-Kpuctan ldentity Protection Technology
CoxpaHAaeT KoHOUAEHUMANbHOCTb Bawwen nHpopmauuu.
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Intel® Identity Protection
Technology: KaK 3Tto paboTtaet?

OTP - Ultrabook nnau vPro Protected e —
OTP: U Transaction aIwlelrlT v vl Tol?
: sername . Alsiofrlalufu]x]tL
927316250 | == Password Display — * BOONO0o -
— Ultrabook or
= vPro -
RN A
......... — .
Server

Server e
3awmwaet amucnnen MK oT HECAHKLMOPMPOBAHHOIO CKAHMPOBAHUA U
rapaHTUPYET NPUCYTCTBME YE/I0BEKA 32 KOMMbIOTEPOM. [apaHTMpyeT
6e30nacHOCTb 6aHKOBCKUX M APYrvX onepauuii.

One-Time Password token BcTpoeHHbIi B unnceT. Mo3sonseT obecneynTts
AByxbaKTOpHYIO aBTOpM3aLMio 6e3 BMellaTeNbCTBa Nob3osatens. Onpegenser
«oBepeHHyo» nnatdopmy.

- AN _/

IPT npeaocTtaBnaeT WMPOKMN HAbop cpeacTB 3alMTbl OHNANH TPAH3aKLUMN
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UHTerpauyuma IPT

(B cywecTBytOLWMIA KoA ABYXPAKTOPHOM aBTOPU3aLMN)

Internet

Intel Notebook / Desktop -

Consumer
Facing Website
or
Enterprise

Browser

o T

ISV Server:

%

— e—— e—— E— — s

ME Dynarnic]
Application |
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Protected Transaction Display: O630p

* Cos3paeT 3aWMLUEHHbIM KaHa/l C UCNOb30BaHMEM
MHTErPUPOBaHHbIX CPeacTB

N
— BpepnoHoCHble nporpambl HE MOTYT KYBUAETb» UIN OUR 1. (D
N3MEHUTb CoflepXKMmoe e QRERNDENEE
R
[ cre ]
1
BE "
(intel}
CepBep co3gaeTt 6UuTMan u WNPpyeT ero Kaoyem G &

3awmcpoBaHo
pasgenaembim ¢ iGfx

3awmndpoBaHHbIM BUTMaN NOCbINAETCA KINEHTY

Bupyc/TposiH He MOXeT NpoyYnTaTb bUTMan
(3awmndpoBaH)

iGfx unncet pacwmdposbiBaeT 1 oTobparkaeT
n3obpaxeHue
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ABTOPU3aUMNA TPAH3aKLNN

BaHk reHepupyeT 3allungpoBaHHOe N30bpaXkeHne, coaepxkalliee AeTanu TpaH3akumm 1
nocbinaeT KIMUEHTY.

BuagHo nonb3osarento

BuaHO «cKaHepam»

FZ0hB0RA FZhBRRA

My Bank Logo

www.mybank.com

Amount to transfer: $5,000
oe (Account 123456

A)(s)(0)(F)(g) (H)(3)(K](L)
z)(x)(c)v)B)(N)M)

’ - et g
-// 38
Sl Dlal-l Ll dilel

3awundpoBaHHbIN bitmap; KnaBmnaTypa pacnonaraerca B
CNYy4alMHOM MecCTe Ha 3KpaHe
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Intel® IPT I'InachopN\

[ OCTYNHbI cerogHs. Ve
Ha Ynetpabyke™ B 2012 = \/,

2nd Generation ( 3rd Generation Core™ - Ilvy Bridge

* HoyTtbyku, nec *  Ynbrpabyku™
* VPro™ HoyTOykVil * vPro™ HoyTOyKku 1 JecKTomnbl

| ]] te ) inside™

CORE |5 vPro”
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Pe3rome

Intel® Identity Protection Technology (IPT) npeanaraer:

1. YnyduweHHyo 6e30MacHOCTb — ABYXMAKTOPHYIO
aBTopusaumto (2FA)

2. [lpocTOoTYy MCNONb30BAHMUA
ABTOMATMYECKNN N 6e3omnacHbIn 0O6MeH KtyaMu m aBTOpVIBaLI,VIOHHbIﬁ npouecc

3. OnpepeneHue Tnna yctpomnctaa un time-based OTP
BO3MOXHOCTb YHMKaNIbHON NAeHTUdUKaLMM nonb3oBaTens B CpaBHEHUM C cookie.

4. MwunHnmanbHoe BpeMsi BOCCTaHOBIEHUSA B Criydae «notepu»

B manoBeposiTHOM crydae yTepu 6asbl Kntoyen, 3ameHa NponM3BOAMTCS B TEHEHME MUHYT a He
mecsaueB.CTOMMOCTb 3aMeHbl Bnn3Ka K HyI0 B OTNIMYME OT (PU3NHECKNX K TOKEHOBY

5. besonacHoCTb TpaH3akuum

[apaHTMpyeT NpUCyTCTBUE YernoBeKa BO BPEMS TpaH3aKUMKN 1 3awmiaeT nHopmaumo ot
BpeaoHocHoro O n xakepoB
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TexHonorua Intel Anti-Theft
gaonorna Intel® Anti-Theft Technology (Intel AT)?

Intel AT 3TO BCTPOEHHAas B YNNCET TEXHOOMNSA NO3BO/AKOLLASA
No/s1b30BaTe/to 3a6/10KMPOBaTh MOTEPSAHHLIA UN YKPAAEHHbI YNbTpadyk
NN HOYTOVYK.
_ Intel AT goCTynHO Ha BCex YNbTpabykax 1 onpenesieHHbIX Moaensax
WELNCEE HoyToykos

[Monb3oBaresib NpUobpeTaeT YyCTPONCTBO (YNbTpabyk) u
CEPBUCHBIN KOHTPaKT. LWaru:

Kak pa6otaer Intel AT?

AKTMBUpYiiTE

cepBuc HoyT6yk

Intel AT

Laptop with lntel®
Anti-Theft

Technolog

Yepes aToT Intel AT
cepBuc 6nokupyet
3abnokupyinTe YCTPOWCTBO
YnetTpabyk, yepes
€C/11 OH ObIn NHTEPHET NN
yKpageH vnm Tarimep He-
notepsiH aKTUBHOCTU
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ocTaeTcs
GOKMPOBAHH
bIM Aaxe npu
cmeHe HDD n
nonbITKe
nepeycTtaHoBu
Tb CUCTEMY

HoyTbyk
MOXET ObITb
peakTBMpPOB

aH npu

MOMOLLN

napons
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Bonbuwe nHbopmaumm o IPT/AT

ipt.intel.com
antitheft.intel.com



IPT Demo

B3amopaencreme nonb3oBatend u 6aHKOBCKOM CUCTEMDbI
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IPT ansa 6aHKOBCKOM onepaumnu

o OPEN o APPLY &> SECURITY Log In
YcTaHOBKa: OPEN AN ACCOUNT APPLY FORA LOAN ENHANCED SECURITY
1. naBHaA
INVESTMENT . , : .
2. Bxop, B cucrtemy BANK Market Information. Products and Services. International. Personal. Business. Merchant.
3. OnpegeneHue e
TVUNa CUCTEMBI OPPORTUMITIES SINCE 1985 Cliemt Zone Change Location Your Properties Apply Online

4.  AKTMUBaumA
5. Hotudukauwmsa

O0B
Monb3oBaTtennb: i
6. Bxopg B cuctemy NEW CAR LOAN START YOUR HOLIDAY
7. NopTtsepxaeHue RATES ACCOUNT TODAY
) GET APR AS LOW AS 0% FOR THE SPECIAL OFFER THIS MONTH
8. Be3onacHbIn FIRST YEAR
\_ BXOZ, Y,
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IPT Demo

» OPEN » APPLY » SECURITY A
YcTaHOBKa: OPEN AN ACCOUNT APPLY FORA LOAN ENHANCED SECURITY
1. [nasHaA BVESTMENT | | | |
2. Bxog, B cuctemy B AN K Market Information. Products and Services. International. Personal. Business. Merchant.
3. OnpepgeneHue EXPANDING YOUR
OPPORTUMNITIES SINCE 1985 B Client Zone Change Location B Your Properties B3 Apply Online
4.  AKTMBauUMUA
5. Hotudwukayms
OOB YAccount Login
User Name iptdemo
NMonb3oBartennb: Passnord  gqeeeses
6. Bxopg B cucrtemy
7. MNoaTtsepaeHune
8. be3sonacHbiN
Please enter your username and password. Register if you don't have an account.
BXOA,
\ j Free Savings Get started with Online Banking Online Banking & Checking
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IPT Demo

» OPEN » APPLY » SECURITY -
YcTaHOBKa: OPEN AN ACCOUNT APPLY FORA LOAN ENHANCED SECURITY
1. [nasHas INVESTMENT : . . /
2 BXO.D. B CUCTEMY BANK Market Information. Products and Services. International. Personal. Business. Merchant.
3. OnpepgeneHue EXPANDING YOUR
OPPORTUMNITIES SINCE 1805 &l Client Zone & Change Location & Your Properties 2 Apply Online
4.  AKTMBauUUA
. HoTndpunkauma
5 0 d) d LI' Would you like to get enhanced security by using Intel Identity Protection?
0]0]3]
[ Yes l [ No thanks l j| NOTE: Users clicks “Yes” ]
non b30BaTe/1b: Free Savings Get started with Online Banking Online Banking & Checking
Buying a home View your account information Savings & CD's
6' onp' B CMCTeMy Searching for a home View and pay your bills Home equity
7. HOATBepH.(.DIeHme Maoving Transfer money Biling Services
. Planning for colege Reorder checks Personal Banking
8_ 5e30|‘|aCH bl Getting a student loan Enhanced Account Security Account Handling
Planning for retirement Stock Brockerage
BXO/,
© Intel Corporation

. /
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IPT Demo

» OPEN » APPLY » SECURITY -
yCTa HOBKa. OPEN AN ACCOUNT APPLY FOR A LOAN ENHANCED SECURITY
b 1aBHan : Market Inf ion. Prod d Servi | ional. P l. Busi Merch
2. BXO,CI, B CMCTEMY BANK arket Intormation. Froducts and oervices. International. Personal. business. Nerchant.
3. OnpepgeneHue EXPANDING YOUR
OPPORTUMNITIES SINCE 1805 &l Client Zone & Change Location & Your Properties 2 Apply Online
4.  AKTUBauuA
5. Hotunéukaums ) )
(b LI' Would you like to get enhanced security by using Intel Identity Protection? ( Intel NOTE: 3710 cooneHue
OOB " Enhanced nosienseTca Ha <1 cekyHAabl
[ Yes l [ Mo thanks Security
/
nonb3OBaTenb' Free Savings Get started with Online Banking Online Banking & Checking
Buying a home View your account information Savings & CD's
6' BXO'D' B CMCTeMY Searching for a home View and pay your bills Home equity
7' HOATBep).K'aleHme Maoving Transfer money Biling Services
. Planning for colege Reorder checks Personal Banking
8_ 5e30|‘|aCH bl Getting a student loan Enhanced Account Security Account Handling
Planning for retirement Stock Brockerage
BXO/,
© Intel Corporation

. /
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YcTaHOBKa:

1. [nasHaA

2. Bxop, B cuctemy
3. OnpepgeneHue
4.  AKTMUBaumA

5. HotudwuKkauua

O0OB

Monb3oBartennb:

6. Bxopg B cucremy

7. NMoaTtseprKaeHu

8. be3onacHbin
BXOA,

e

IPT Demo

_/

Your PC supports Intel Idenity Protection Technology

Protect your identity by requiring a one time password when you login. This will make identity theft more difficult because only this
PC can create the one time password that will allow you to login.

What if I am logging in from a different PC?

When legging in from a different device from this PC, you can have the one time password needed fo login sent to your cell phone
or to an email address.

Enter an email adress that you would like to use to receive a one time password when you are using a different PC

Email address  k kenX kajikawa@intel.com

Enter the cell phone number that you would like to use to receive a one time password when you are using a different PC.

Cell Phone Mumber 6 650-804-2042! ¢

NOTE: 3ta dyHkumsa
Nno3BONSAET UCNONb30BaTb

ogHopa3oBble naponu 6e3
(if you uncheck this, your account will not have enhanced security) YnbTpabykal/lPT

Enable Intel Idenity Protection Technology for my account

Ultrabook™ is a trademark of Intel® Corporation in the U.S. and/or other countries.
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IPT Demo

» OPEN » APPLY » SECURITY
YcraHoBKa: OPEN AN ACCOUNT APPLY FORA LOAN ENHANCED SECURITY
. 1aBHan : e Market Information. Products and Services. International. P . Busi Merchant
2. BXO,UI B CI/ICTeMV BANK arket information. rrogducts and oervices. International. rersonal. business. ivierchant.
3 c On peﬂen eHne ringxﬁiﬁfﬂuf 1985 B Client Zone Change Location B Your Properties B3 Apply Online
4.  AKTMUBaumA
5. HotudwuKkauua
ccount Login
OO0B SeesuntLod
User Name iptdemo
Password
Nonb3oBartenb: sesecees|
6. Bxopg B cuctemy usgn]
7. NoaTeeprkaeHune
8- 5e30 MacCHbI l\;] Please enter your username and password. Register if you don't have an account.
BXOZ,
\ j Free Savings Get started with Online Banking Online Banking & Checking
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IPT Demo

» OPEN o> APPLY » SECURITY
YcTaHOBKa: OPEN AN ACCOUNT APPLY FORALOAN ENHANCED SECURITY
L [neeran T A SRR Market Information. Products and Services. International, Personal. Business. Merchant
2. BXO,DI B CI/ICTeMV BANK arket intormation. Frodgucts and oervices. International. rersonal. business. wierchant.
3 : On peﬂ,eﬂ eHune r::w':\uru::n: 1995 B Client Zone Change Location B Your Properties B Apply Online
4.  AKTMUBaumA
5. Hotudwmkauua / \
OOB Account Login NOTE: 3T1o noaTBepxaeHue
- MUraeT MeHblle CeKyHObl

User Name |ptdemo intel ;

. Password  ‘gqeeeeesl L—-’ OpaHopasoBbiv naponb (OTP)
Monb3oBaTenb: gnha’?fed aBTOMaTMuecKku reHepupyeTcs
6. BXO,D, B CMCTEMyY ecurty 1 nocblinaeTca cepBepy.

7. NoaTeepraeHme
8- 5e30 NMacCHbI l\;l Please enter your username and password. Register if you don't have an account. \ /
BXOZ,
\ j Free Savings Get started with Online Banking Online Banking & Checking
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Backup



What is in PEAT?

Core
B - Tamper-resistent asymmetric cryptography keys
protected by Intel hardware

= Exposed as Windows *Crypto Service Provider
(CSP) and available to any CryptoAPI client.

= Extensible to additional interfaces PEAT CSP

#

PEAT Lib
) [rue Cove
- Key protection using Secure 10 PINPAD

Intel MEI/ IPT Middelware

A

PEAT Applet

& S
e 0S: Win 7 and Win 8 Classic * OEMs will ship ‘PEAT Ready * S
Ready g)reinstall Platform S/W) vPro 1/0
latforms

* Platforms: 2012 DT , Mobile - ISVs will re-distribute PEAT
and Ultrabook vPro Platforms binaries

only ——
} Binaries ¥ Platform SW
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